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SEC is responsible for enforcing securities laws, issuing rules and regulations that protect investors, and helping to ensure that securities markets
are fair and honest. In carrying out its mission, the commission relies extensively on computerized systems that collect and process financial and
sensitive information. Accordingly, it is essential that SEC have effective information security controls in place to protect this information from
misuse, fraudulent use, improper disclosure, manipulation, or destruction. As part of its audit of SEC s fiscal years 2013 and 2012 financial
statements, GAO assessed the commission s information security controls. The objective was to determine the effectiveness of information security
controls for protecting the confidentiality, integrity, and availability of SEC s key financial systems and information. To do this, GAO assessed
security controls in key areas by reviewing SEC documents, testing selected systems, and interviewing relevant officials.
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