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O. , 2009. LC Number: KF26 . C69 2009c OCLC Number: (OCoLC)429487626 Subject: Computer security -- United States. Excerpt: . . . 11 whatsoever on
security. The CISSP has no questions dealing with control systems. Were in the cracks. And whats more, the lack of control-system security expertise
ex-tends into the government arena, which is focused on repackaging IT solutions that dont address the actual control-system cyberevents that
have occurred to date. The issue at hand is the protection of the interdependent critical infrastructures of electric power, water, oil, gas, et cetera. In
fact, before I came here, the Federal Aviation Administration asked me to stop by and talk to them. Control systems form the backbone of these
infrastructures, and the threat of a cyberattack is the central issue. I believe the threat is increasing, not only because of nation-state threat, which is
prob-ably what youre used to, but because the economic downturn has created many disgruntled, but knowledgeable, antagonists. Exam-ples of
this are the wireless hack in Australia in 2000, where a sewage discharge valve was opened. A disgruntled employee for a federally owned canal
system in California installed soFware that damaged a computer used to divert water out of a local river. And literally in yesterdays newspaper, in L.
A. they indicted a disgrun-tled engineering technician who disabled the leak-detection system for three oil derricks oG the coast of Southern
California. This was yesterday. There are only a handful of control-system suppliers, and they supply applications worldwide. The control systems
architectures and default passwords are common to each vendor. Consequently, if one industry is vulnerable, they all could be. The result of a
coordinated cyberattack on any...
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